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“ . . . all the

hackers have
to do is sit
back while
your employees
wreak havoc.”

Employees Are Letting Hackers
Into Your Network...
What You Can Do To Stop It

Cyber threats are everywhere these days. Hackers, scammers, and cybercriminals are

working overtime to break into your network - and the network of just about every business
out there. They have a huge arsenal of tools at their disposal, from automated bots to malicious
advertising networks. But there is one “tool” that you may be putting directly into their hands:
your employees. Specifically, your employees’ lack of IT security training.
While most of us expect hackers to attack from outside using malware or brute-force attacks
(hacking in a more traditional sense), the truth is that most hackers love it when they can get others
to do their work for them. In other words, if they can fool your employees into clicking on a link in
an e-mail or downloading unapproved software onto a company device, all the hackers have to
do is sit back while your employees wreak havoc. The worst part is that your employees may
not even realize that their actions are compromising your network. And that’s a problem. Even
if you have other forms of network security in place - malware protection firewalls, secure cloud
backup, etc. - it won’t be enough if your employees lack good IT security training. In fact, a lack of
training is the single biggest threat to your network!
It’s time to do something about it. Comprehensive network security training accomplishes several
things, including:

1

IDENTIFYING PHISHING
EMAILS

Phishing emails are constantly evolving. It used to be that the
average phishing email included a message littered with bad
grammar and misspelled words. Plus, it was generally from
someone you’d never heard of.
These days, phishing emails are a lot more clever. Hackers can
spoof legitimate email addresses and websites and make their
e-mails look like they’re coming from a sender you actually know.
They can disguise these emails as messages from your bank or
other employees within your business. You can still identify
these fake emails by paying attention to little details that give
them away such as inconsistencies in (URLs in the body of the
email.) Inconsistencies can include odd strings of numbers in
the web address or links to YourBank.net instead of YourBank.
com. Good training can help your employees recognize these
types of red flags.
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2

AVOIDING MALWARE OR
RANSOMWARE ATTACKS

One reason why malware attacks work is because an
employee clicks a link or downloads a program they shouldn’t.
They might think they’re about to download a useful new
program to their company computer, but the reality is very
different. Malware comes from many different sources. It can
come from phishing emails, but it also comes from malicious
ads on the Internet or by connecting an infected device to your
network. For example, an employee might be using their USB
thumb drive from home to transfer files (don’t let this happen!),
and that thumb drive happens to be carrying a virus. The next
thing you know, it’s on your network and spreading.
This is why endpoint protection across the board is
so important. Every device on your network should be
firewalled and have updated malware protection.
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SMALL BUSINESSES DO NOT
HAVE THE RESOURCES THEY NEED

If you want to make a hacker’s job easier than ever, all you
have to do is never change your password. Or use a weak
password, like “QWERTY” or “PASSWORD.” Even in enterprise,
people still use bad passwords that never get changed. Don’t
let this be you! A good IT security training program stresses
the importance of updating passwords regularly. Even
better, it shows employees the best practices in updating the
passwords and in choosing secure passwords that will
offer an extra layer of protection between your business
and the outside world. If you or your employees haven’t
updated your passwords recently, a good rule of thumb is to
consider all current passwords compromised. When hackers
attack your network, two of the big things they look for are

usernames and passwords. It doesn’t matter what they’re
for – hackers just want this information. Why? Because most
people do not change their passwords regularly and because
many people are in the habit of reusing passwords for
multiple applications. Hackers will try to use these passwords
in other places including bank accounts.
Don’t let your employees become your biggest liability.
These are just a few examples of how comprehensive IT
and network security training can give your employees
the knowledge and resources they need to help protect
themselves and your business. Just remember, you do not
have to do this by yourself! Good IT training programs are
hard to find, we are here to help!
Let’s chat! www.creativetechs.biz/securityassessment/

David Grant Back As Full Time Marketing Director at CTSi
David has been a part of the team at CTSi in one capacity or another for the past eleven
years. It’s exciting to have him join us in this more impactful way. Our team continues to
strengthen and will be even more well-equipped to deliver value to customers. Having David
on our team is particularly helpful at this time because of the growing need to support
businesses working to survive through the pandemic. We can help them to function safely
and successfully as we all move into hopeful recovery, together. Welcome back, David!
Read the full news release here: https://www.creativetechs.biz/davidgrant

A Test You Can’t Afford To Fail

Here at CTSi, we take our own medicine — particularly when it comes to security.

Just like you, and actually on your behalf, we CANNOT afford a breach. Reports are growing
demonstrating that bad actors are going after your technology service providers as a way to
get to YOUR valuable business data. That’s right. Hackers know who holds the keys to your
entire network. It’s your technology partners. Now, it seems a little foolish that we’d want
you to know that we have a target on our backs because of the information we have about
you, but we think it is important you know the truth. It’s your data, and you should know
your risks, but when CTSi is your technology partner, you can take comfort knowing we have
security measures and tools in place that the “other guys” don’t have. Today, I wanted to let
you know one simple way we ensure your data is safe when we are your technology partner.
I received an email this week letting me know I passed a “phishing test.”
I’m not talking about bait and tackle or trivia about the jam band (obscure joke, I know). I’m talking about phishing scams which
are the biggest threat to the security of your company, targeting your weakest link — your staff. An email rolls into your inbox
that looks legitimate. It’s telling you that you need to update the information on your (name of popular platform) account. You
click on the link and are taken to a page that also looks legitimate for you to make that change because YOU are a problem
solver! You enter your username and password and BOOM! Your account information is now compromised.
Back to my congratulatory email. I passed the test. I didn’t know the email was coming, but I made the right choice and didn’t
fall victim to the scam. Why? Like I said. We take our medicine. We know about this vulnerability and we ensure our staff know
how to spot and respond to threats. It’s just the basics of a full security stack every company needs — training to ensure your
information isn’t just handed over to bad guys is absolutely critical. Now, I know YOU would pass this test, but what about your
staff members? Have you provided basic training to ensure your team doesn’t open the doors wide to allow hackers to rob you
blind?
Here’s a tip: NEVER!!!!! NEVER follow the links you receive in your emails. Go to a known address and log into your
account that way to make changes to your information. Think you can pass the test? Want to know how you can take steps
to protect your business with a trusted Managed Security Services Provider? Schedule a free consult today for an opportunity
to discover how CTSi can help your business.
www.creativetechs.biz/freeconsult
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The Leaders Most Important Job

A leader’s most important job is taking the time and effort to focus on their team.
Leaders must help their team members focus their time and expertise to complete
the organization’s most important work. The most successful businesses are driven
by profit, innovation, efficiency and effectiveness.Your team’s revenue and results are
all driven by how people spend their time (effort) and expertise (knowledge and skills).
These are the keys to elevating your team’s success. By doing these things and being a
role model for your team, you can experience amazing results.

How To Elevate Your Team

1. Passion Creating a vision requires passion. This passion elevates your own

commitment and helps both you and your team be productive. It’s unlikely that a leader
will be fully immersed in their role, their organization, or their team, if they are not
passionate about what they are doing.

2. Time, Expertise, And Motivation Everything is the by-product of time and

expertise. When a leader invests both time and expertise into their team, the team
grows. When time and expertise are invested wisely, the organization also achieves great
success. By putting the time and expertise into your team members, you can motivate
them to improve in their roles.

3. Focus This goes hand in hand with time and expertise. By focusing on the strengths
(and weaknesses) of a team, and learning how to constantly improve and grow, an
organization can produce positive results. When a leader doesn’t have this focus, the
organization suffers. Mediocrity becomes the norm.

A great deal of time and expertise is wasted in companies where employees are
doing low-priority work, or work that shouldn’t be done at all. When a team lacks
an effective leader, it is difficult for them to know what they should be doing instead.
When a leader takes the time to show their team the importance of their work, and how
their work will achieve success, the whole organization grows. This commitment is what
creates remarkable performances. You can learn more about this in my book; The Encore
Effect: How To Achieve Remarkable Performance In Anything You Do At the end of the
day, it’s most important for leaders to regularly take the time to focus on and elevate
their team. Just as a conductor makes sure members of an orchestra are all playing the
right music to the best of their ability, so does an effective leader do their job.

CUSTOMER FOCUS

Mark Sanborn, CSP, CPAE, is
the President of Sanborn &
Associates, Inc., an “idea studio”
that seeks to motivate and
develop leaders in and outside
of business. He’s the best-selling
author of books like Fred Factor
and The Potential Principle and
a noted expert on leadership,
team building, customer service
and company change. He
holds the Certified Speaking
Professional designation
from the National Speakers
Association and is a member
of the Speaker Hall of Fame.
Check out any of his excellent
books, his video series “Team
Building: How To MotivateAnd
Manage People” or his website,
marksanborn.com, to learn
more.

Linda McGonagle

We recently had the opportunity to work with Linda McGonagle at Grace Lutheran Church
in Syracuse, Indiana and it was a blast. With a number of our team members engaged in
media and technology at our own churches, it is always a joy to share what we’ve learned to help
others accomplish their goals in worship services or just connecting and supporting operations
through helpful technology. Linda is a particular delight. She loves to do what she can to help her
community, and we’ve enjoyed supporting her in how she serves.
Linda was kind enough to share her experience working with CTSi.
Read Linda’s full testimonial here: www.creativetechs.biz/gracelutheran
Linda McGonagle
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“ . . When

you set Do These Things To Protect Your Business
rules, From Getting Hacked

follow

them..”

1

TRAIN EMPLOYEES

Your team needs to know how to identify and handle today’s IT security threats. Cybercriminals often rely
on your employees’ lack of training to break into your network. Ongoing training gives employees tools and
resources to overcome this and many other IT security challenges. Make training a top priority!

2

HOLD EMPLOYEES (AND YOURSELF) ACCOUNTABLE

Training and company guidelines don’t mean much without accountability. When you set rules, follow them
just as you follow industry and government rules and regulations when operating your business. Be willing
to hold anyone who does not follow them accountable.

3

HAVE A DISASTER RECOVERY PLAN

Things happen. When you store sensitive data, you need to have a plan in place to recover and restore that
data should anything happen. This doesn’t just include data loss from malicious attacks but other types of
disasters including hardware failure, fire, and flood. How is your data being backed up and saved? Who do
you notify in the event of a breach? Who do your employees call in the event of disaster?

WHAT TO DO TO PROTECT YOUR BUSINESS

There’s a good reason we have been, and will continue communicating about the security

risks faced by your company. Now, possibly more than ever, you are at greater risk from more
directions, and we don’t expect this to change. Remote workers and technology needed to support what your team needs exposes you and your company data to serious threats, and we do not
want to see you hit by an attack of any kind.
The good news is that we are here to help. There might not be a simple answer to ensure your
business is secure, but we can help walk with you through the process. As a starting point, we’ve
put together this important eBook, “10 Critical Security Steps Your Business MUST Take To Protect
Against Cyber Security Threats.”
We want to encourage you to take the time to read through this to prepare your next steps ensuring your business is not vulnerable to hackers and criminals.
Download your FREE, important resource here: www.creativetechs.biz/securitysteps
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