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“Having Managed
IT Services means
your network is
up to date with all
the fine print.”

If Your IT Partner Is Not An MSSP,
They Aren’t Delivering. Period.
Let’s roll back the calendar a few decades
– don’t worry, this won’t take long. In the
1990s, the internet became a “thing” we
could all access and use to connect with the
world. We began discovering ways this new
technology could be leveraged to increase
business. The technology was young and
many lacked the knowledge to understand
what businesses could do with the internet
to grow. Technology consultants helped to
provide direction and connect businesses
with the world. With that connectivity came a
need for support, and technology companies
served small businesses as integrators of
technology while offering help-desk services
as they could now access and provide remote
support to systems connected to the World
Wide Web from anywhere.
As the dot–com era matured, more and
more opportunities for speed, integration,
and connectivity developed moving into the
2000s. The increased technology load on
businesses demanded a different kind of
service. Businesses needed more than just
someone to call when something went wrong
because so much of the critical operations
performed demanded technology that
worked consistantly. Technology integrators,
consultants, and help-desk services now
had to be more deeply engaged, with a
need to manage the entire technological
infrastructure in a more predictable way
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both in considering the expense and the
up-time demanded to successfully grow
a business. As a result, Managed Service
Providers (MSPs) provided the “standard” for
technological support for small businesses
with fully-managed technology platforms.
For the next ten years, the MSP market
matured and innovation slowed, becoming
“old hat.” The technology services industry
shifted from motivating businesses forward
from cutting edge to a race to the cheapest
price – just a commodity. The lack of innovation
in the industry worked for a time while
businesses received the baseline services
required to do what they needed to do.

Here’s the problem
We’re now more than twenty years out from
those early Managed Services days. Each of
us now has a “super-computer” in our pocket
and/or strapped to our wrist with constant
connectivity and engagement with a world of
information. The technological landscape has
completely changed, but Managed Services
Providers are stuck doing the same stuff they
did years ago– they may be pretty good at
it (although you may know some who aren’t)
but they’re STUCK in an outdated system that
isn’t keeping up with the needs and security
threats posed by modern technology– and
the time for reckoning has come.
continued on pg 2
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“The risk
is too great.
The danger
is too real.”

The Truth
Your technology partner holds the keys to
your kingdom, and not just your kingdom,
but for each of their customers– and this is
making MSPs a massive target for attacks –
which means choosing the low-cost service
provider who isn’t taking proper security
precautions puts a target on YOUR back.
The latest Ransomware Report by Datto
explains that 80% of MSPs recognize they are
being increasingly targeted by ransomware
and 89% report they are “very concerned”
about what this means for the security
of their systems and for the security of
their customers.* The time has come when
technology support, the way it has been
done for the past fifteen or twenty years,
is inadequate. Not only are there greater
opportunities to support your business with
cutting-edge technology than the outdated
solutions utilized by many MSPs, but it
is time to leave the old way of managed
services in the dust because it cannot keep
you and your business safe. Paying that
bottom dollar might sound like a great idea
in the moment, but neglecting the cost of
the risk you assume by failing to choose a
technology partner who will do what you
really need to keep your business safe,
secure, and operating is playing Russian
Roulette with your business. You might make
it through today or tomorrow, but it’s only a
matter of time before you’re hit with a breach
that has the potential to bring your business
to its knees, and possibly close for good.

Nothing less than a MSSP will do
What makes a Managed SECURITY Services
Provider (MSSP) different from an MSP?
The answer seems obvious, but is more
comprehensive than you might think. An MSP

IMPORTANT!

may add security features to your network,
provide VPN access to remote devices, and
install antivirus software on your systems,
and you would be “more secure.” However,
remember that the entire landscape has
changed. The lucrative industry of hacking and
cybersecurity has come a long way since the
first antivirus software was released in 1987.
To be fair, antivirus software has come a long
way as well, but the point is that the strategies
of bad actors have changed, and although
antivirus software is still valuable to protect
from some attacks, it is not sufficient in itself
to keep your company safe. And the difference
between an MSP and an MSSP isn’t in the
lowest common denominator protections, or
even in antivirus software. The difference is
in the approach to security for your business.
MSPs are still operating with the same
old technology infrastructure enhanced by
security add-ons that they HOPE will protect
you from an attack, and frankly, are minimum
standards at this point. In contrast, an MSSP
is a new approach to address a world of
developing threats. Your entire business is
viewed through the lens of security when it
comes to the technology you need to move
your business forward. Rather than addons, MSSPs leverage purposeful measures
designed specifically to recognize and mitigate
your risks while providing assurances for
business continuity should disaster strike and
protection from liabilities should a breach
occur.
And here’s the truth. The old approach taken
by MSPs today is dying. It cannot possibly
keep up with the changes happening in the
technological landscape. For example, even in
the past year, due to increasingly aggressive
attacks, not only is your business liable, but
your MSP may also be liable should you be
attacked (an MSSP addresses that liability –
but more on that later).

continued on pg 3

Don’t miss this Cybersecurity Conversation!
You may have seen our invitation - and even registered-

for our Cybersecurity Webinar last month with our special guest
Michael DePalma joining our own Tim Poyner.
Webinars are great– but we thought we’d capture a deeper-dive
conversation into the topic while Michael and Tim were free to chat.
Their shared experience and insights are a valuable resource for you
to review anytime online!
GO TO: www.creativetechs.biz/expertcybersecurity
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Those antiquated, limited protections
cannot protect you any longer, and they
will not sustain the old way of technology
support. The future is Managed Security
Services, and each day you delay in making
this transition is another day you and your
organization or business risk potentially
business-closing ramifications.
Gone are the days of “race to the bottom” for
the cheapest technology support possible.
Not only could he “not keep up”, but that
“computer guy” who helps when things break
is simply not protecting your business and

does not have your best interests in mind. If
he did, he would recognize the danger your
business is in because it is not a matter of
“if ” you will be attacked and breached, but
“ when.” The risk is too great. The danger is
too real. If your technology partner isn’t an
MSSP, cut them loose and find a partner who
can protect your business, bringing you the
confidence you need to invest fully in growing
your business rather than worrying about
your next cybersecurity attack.

* from Datto’s Global State of the Channel Ransomware

Report - www.creativetechs.biz/expertcybersecurity

CTSi Partner: Your MSSP Partner
After reading the main article in this newsletter, we hope you understand the need for a Managed
Security Services Provider to manage your technology. The good news is that CTSi is here to help!
Becoming an MSSP is no little thing, and to be honest, there is a reason that most IT companies have
not made the investments needed to hold this title. To be an MSSP is a claim to a level of certification
and knowledge, commitment to 24/7 security surveillance and predictive monitoring, and the ability
to successfully move into remediation the moment a threat is detected. Good technology companies
are working hard to take care of every little thing that’s plugged in at your location, and the list
is growing all the time with mobile and smart devices being the norm added to the additional
demands of remote teams. It is a busy job to care for your company well, but as we communicated in
the first article of this newsletter, it is for that very reason that the traditional services provided by a
managed services provider are inadequate to provide you with the services you need. In fact, the
level of security your business demands is usually only available to enterprise businesses who have
the resources to build out a department to adequately secure their technology.

How is CTSi able to deliver what other technology companies cannot?

The answer is pretty simple: “Aces in their places!” We excel at providing and supporting bestin-class solutions that are designed to equip you with what you need to accomplish your business
objectives. Our dedicated vCIO and vCTO, assigned to each of our customers, ensure all technology
is in line with your goals and that keeps our eyes out in front of where you are heading to ensure
what you need is ready and available to put you in the very best position for success. And our
team knows a thing or two about security. We’ve been providing cutting edge security services
to customers for a number of years now. We know what we’re doing, and we understand enough
to know that we need to augment our team with the very best security partners to address the
increasing technology and security needs of the customers we serve. We are proud to share that we
have partnered with the very best to enable us to offer these exclusive and valuable services to you.

We would like to introduce Jason Whitehurst and his team at SP Partners.

Our exclusive partnership with SP Partners provides us with the security “Ace” you need to protect
your company from cyber threats. Jason and SP Partners provide a security platform that is specific
to our customers to provide the protection they need, adapting to the specific requirements and
vertical for your business. Additionally, he brings a team providing 24/7 monitoring on all of your
continued on pg 4
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Jason Whitehurst and
his team at SP Partners
collaborate exclusively with
CTSi to provide customers
Cybersecurity protection and
best-in-class 24/7 monitoring
against threats to their
businesses.
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“Right now,
securing an
enterprise
has to be
the primary
focus.”

devices and network to identify any potential security concern and to respond immediately to eliminate
threats and ensure you are protected.
We asked Jason “How has technology and the need for Cybersecurity changed over the past 15 years?”
“Because of the way that ransomware and other business-interrupting risks have matured, they are
often fully automated; meaning machines are working to identify easy prey, and it’s happening so
frequently in every vertical because so many companies have historically neglected security.”
“Right now, securing an enterprise has to be the primary focus. Without that focus, an organization
is going to experience a cybersecurity incident – and it’s going to be sooner rather than later.
Companies are being attacked from all different areas such as through phishing emails or brute
force attempts on their firewalls and their environments – any way the business can be compromised.
These targeted attacks are even specific to the vertical. For example, we protect a number of real estate
attorneys who, when they start communicating with a new person who is purchasing a property, the
attorney in that local area is servicing that relationship. The attorney is then communicating with
somebody who may be fully compromised already. When these threat agents see that this person is
purchasing more real estate, they will then try to infiltrate the real estate attorney to effectuate a wire
transfer. Each person thinks the other person approved the transfer but the other one doesn’t know
about it. It’s like when a child says to one parent, ‘I’m going to stay at Tina’s tonight,’ while Tina is telling
her parents, ‘I’m going to stay at Jill’s tonight,” and none of that is happening.”
The biggest lie we hear organizations say? ‘I’m too small. Cyber criminals don’t care about me.’
Size has nothing to do with it when that automation is in the picture. Once those automations find
their way into the company, they will then add it to the list of human interaction that used to effectuate
a ransom.”
“73% of companies who have experienced a ransomware attack are not in business three years post
the breach. The reality is incredibly disruptive and incredibly expensive. Customers lose their trust
in your business. The law requires notification, etc. But these risks can be protected against.”
We’d like to share more from our most recent conversation with Jason. To read more, please visit
www.creativetechs.biz/whyMSSP
What we really want you to know is that we have done the work to put a security team together.
We are equipped to keep you safe and keep you moving forward as you grow your business.
With our team of technology aces, partnering with our security aces, we partner with you to ensure
you are safe and equipped to run hard and grow your organization.

Brian Kennedy Help Desk Admin/Service Dispatch Manager
Creative Technology Solutions (CTSi) announces the recent addition of Brian Kennedy to the
team as HelpDesk Administrator & Service Dispatch Manager. Brian brings a strong background
in technology support, administration, and customer service to the team. Brian is responsible for
directly responding to customer’s needs. This is valuable for the individuals and businesses CTSi
partners with because Brian simplifies the support experience. Brian ensures CTSi resources are
able to quickly and effectively resolve these “technological headaches” so customers can relax
knowing things will be taken care of. With Brian joining the team, CTSi continues to raise the
standards for delivering outstanding technical support and customer service.
“Brian is thorough, professional, and is a genuine and fun guy. Most of all, he is passionate about taking care of our customers.
Not only are we glad to have Brian on the team for the experience he brings, but he is a fit for our team because he shares our
vision for our relationships with our customers: Extraordinary Collaboration ‑ Liberating Results. By this we mean that we see
our relationship with our customers as an opportunity for us to work with you – together – to accomplish your goals, supported
by your technology. The addition of Brian to the team means we can better serve you – taking care of your technology so you
can focus on what you do best.”
Timothy Poyner, President of Creative Technology Solutions

With the addition of Brian to the team, CTSi is prepared to address your technology needs effectively with best-in-class
solutions combined with the communication you need to know your technology is in good hands.
Read complete newsrelease at www.creativetechs.biz/briankennedy
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