June 2021

creativetechtalk
www.creativetechs.biz
solutions@creativetechs.biz
(260) 245-CTSi (2874)

“Weak points
have now
been exposed”

THE WORLD IS OPEN ONCE
AGAIN -kinda.WHAT’S NEXT?
What EVERY Business Should Prioritize– NOW!
Important Cybersecurity Guidance from your CIO, Timothy Poyner - President of CTSi

Indiana is opening up… Mostly. Kinda. It’s complicated. As we think about our businesses

and what the coming year may look like now, it feels important to work through some important
takeaways from the past year, particularly related to the security of your business.

4 Things that we “kind of” knew– but we REALLY KNOW NOW
The past year confirmed trouble spots in the security of our businesses that we knew were true,
but we didn’t take seriously. Unfortunately, it also forced us to come face to face with those realities.

1 IT companies are now being held liable
For our industry, the move to remote workers has shifted a large amount of responsibility and
liability to technology providers. Managed Services Providers have had to tighten up areas where
risk felt manageable in the past. Weak points have now been exposed and Cybersecurity is now
a major area of focus. As an example, I’m sure you heard of the Solar Winds attacks that came
uncomfortably close to our country’s nuclear defense systems. This breach came through a
technology services provider tool and became a massive concern. Another example is the rampant
growth of phishing attacks. Breaches are happening all over, beginning with an innocent “login”
by a staff member who thinks they are verifying a charge or a password. Once compromised, the
breach blows up and your business is in real danger. Even Apple had a recent ransomware attack
related to confidential designs of upcoming hardware releases. The risk has dramatically increased.
For me to serve you well, my business must step up to protect you, and all of my customers. This
has meant a reshaping of our Professional Services Agreement plans as we’ve adjusted what
security precautions are “non-negotiables” so we can protect you moving forward. For example,
our customers must become compliant with multifactor authentication, security awareness and
training, and password managers. Without these basic precautions, the risks to your business,
and every other customer we serve, is too great.
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2 YOU are vulnerable now in those same ways
This seems like an obvious statement but is important to emphasize. If your technology providers
recognize greater vulnerabilities, it would be foolish to not recognize how your business is now
facing these same, increased threats. We’ve stepped up our cybersecurity requirements, and
regardless of who is managing your technology, you would be wise to be sure that you demand
increased security for your business as well. It reminds me of the need for maintenance on your
car. You know you should check your oil levels, tires, etc., but most of us ignore these important
maintenance tasks until something happens. Suddenly you’ve created a much more expensive
and disruptive problem. A simple example is backing up your systems. It’s easy to ignore until
something happens; then you realize just how valuable backing up can be. The problem is that the
past year has been raising warning flags like bright flashing dashboard lights telling you something
is terribly wrong. If you ignore this now, you might find the cost to be unsustainable to your
business.

“. . . we should
expect the
largest breaches
we have ever seen”

3 Remote working is now the norm – as are cybersecurity threats
Workplace flexibility has been increasing in popularity for a while. You probably had conversations
with your staff about the ability to spend time working at home or in the community. Prior to the
pandemic, these conversations were an underlying topic, and often ignored the cybersecurity
risks. Now, many companies are open to permanent remote workers. I’ve heard recent statistics
expecting at least 50% of businesses will continue to accommodate a choice for remote workers.
While it is a great thought to allow for this flexibility, you can no longer ignore the massive threat
this poses to your business. Here’s the problem. You have no idea how secure their home network
or computer may be. Even worse, you can be quite certain they are not secure as they travel and
connect to hotel and coffee shop networks. Every time they log in to do their work to grow your
business, they simultaneously open an avenue for hackers to bring your business to its knees.
Without a good, security-focused MSP to ensure the security of remote workers, your business is
extremely vulnerable. Think of it this way. In battle, your battalion is safer when they are together,
closing in gaps to protect every member from attack. Your soldiers are now spread and vulnerable
to attack. You have no line of defense and your business is vulnerable. And that is the case for
businesses just like yours. People are saying we should expect the largest breaches we have ever
seen in the coming months. As businesses have worked to accommodate the needs of staff, they
have become their own worst enemy. If you don’t close the gaps, you remain terribly vulnerable.
It is just a matter of time before the enemy successfully attacks.

4 In Cyber insurance, insurance companies are clearly denying claims
You might be reading this and thinking I’m simply using scare tactics. Do the research. Ask the
questions. You will find I’m actually giving you factual information intended to save you from a
great deal of headache and expense. Don’t think your cyber insurance is sufficient to protect you.
That is a simple misunderstanding of how your policy works. In the same way that you must take
appropriate steps to protect your property to benefit from your homeowner’s insurance, for your
business you must demonstrate due dilligence! Otherwise, the breach is on you! And, you’ll be out
double — the cost of premiums and the added expense for the damage, recovery, and remediation
if you can survive the breach! I’m not writing this to scare you. I am sincerely acting as that
dashboard light trying to tell you, “Your engine is overheating!” Ignoring these warnings could spell
the end of the business you have invested so much in to create and grow.
We can help you to know that you are safe to keep on moving forward and growing in this new
reality. It’s true that we aren’t the same, but that doesn’t need to hold you back. It does, however
mean we need to heed the lessons of this past season so we can press on to greater things in the
future. Don’t ignore the risks. The cost is too great. Instead, take action to protect your business
so you can keep pressing on. If you would like to talk about what this means for your business,
don’t hesitate to reach out. I’ll be happy to grab a quick, 15-minute call to hear your concerns. If that
time is sufficient to answer your questions, that’s great. If we need to schedule more time to take
important steps together to secure your business, we’ll schedule something.
If you’d like to schedule a 15-minute call with Tim, you can do that here:

www.creativetechs.biz/courtesycall
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SPECIAL! NOW IS THE BEST TIME TO UPGRADE YOUR NETWORK!
CTSi is a proud Cisco Meraki Partner because the quality, management, security, and feature set of their solutions are Bestin-Class which means our customers benefit from robust, high-speed connectivity with secure connections for your staff AND
easy and safe access for your customers. Cisco Meraki celebrates the end of each fiscal year with valuable licensing discounts,
and we’ve found this is the best time for us to work with you to take advantage of these specials to upgrade your network.

While we’re at it, we’ll add some discounts of our own! Place an order with us for new Meraki equipment
before July 30th and take advantage of these special savings:

1

2

3

50% OFF CTSI
INSTALLATION FEES

CISCO MERAKI SIGNIFICANT
END-OF-YEAR DISCOUNTS!

TAKE ADVANTAGE OF ADDITIONAL
PROMOS AS AVAILABLE!

when you place your order with
CTSi before July30th

CTSi will work for you to find the
best hardware discounts available

You may qualify for special Meraki licensing
incentives (5 yrs for price of 3), flexible
financing, up to 6 mo deferred payments.

Take advantage of this offer by requesting a FREE assessment at: www.creativetechs.biz/readyforsummer

Breaking Bad Habits
4 WAYS YOUR EMPLOYEES PUT YOUR BUSINESS AT RISK

Your employees are instrumental when it comes to protecting your business from cyberthreats. But they can also
become targets for hackers and cybercriminals, and they might not know it. Here are four ways your employees
might be endangering your business and themselves — and what you can do about it.

1

They’re Not Practicing Safe and Secure Web Browsing. One of the most basic rules of the Internet is
to not click on anything that looks suspicious. These days, however, it can be harder to tell what’s safe and what isn’t.
A good rule of thumb is to avoid websites that do not have “https” in front of their web address. The “s” tells you it’s
secure – https stands for Hypertext Transfer Protocol Secure. If all you see is “http” – no “s” – then you should not
trust putting your data on that website. You don’t know where your data might end up. Another way to practice safe
web browsing is to avoid clicking on ads or use an ad blocker, such as uBlock Origin (a popular ad blocker for Google
Chrome and Mozilla Firefox). Hackers can use ad networks to install malware on a user’s computer and network.

2

Every time I use my name as my password,
I get hacked! Maybe I should change my
name - or maybe change my password.

They’re Not Using Strong Passwords. This is one of the worst IT security habits
out there. It’s too easy for employees to use simple passwords or to reuse the same
password over and over again or to use one password for everything. Or, worse yet, all of
the above. Cybercriminals love it when people get lazy with their passwords. If you use the
same password over and over, and that password is stolen in a data breach (unbeknownst
to you), it becomes super easy for cybercriminals to access virtually any app or account
tied to that password. No hacking needed! To avoid this, your employees must use strong
passwords, change passwords every 60 to 90 days, and not reuse old passwords. It might
sound tedious, especially if they rely on multiple passwords, but when it comes to the
IT security of your business, it’s worth it. One more thing: the “tedious” argument really
doesn’t hold much water either, thanks to password managers like 1Password and LastPass
that make it easy to create new passwords and manage them across all apps and accounts.

3

They’re Not Using Secure Connections. This is especially relevant for remote workers, but it’s something
every employee should be aware of. You can find WiFi virtually everywhere, and it makes connecting to the Internet very
easy. A little too easy. When you can connect to an unverified network at the click of a button, it should raise eyebrows.
Unless your employee is using company-issued hardware, you have no idea what their endpoint security situation
is. It’s one risk after another, and it’s all unnecessary. The best policy is to prohibit employees fromconnecting to
unsecured networks (like public WiFi) with company property. Instead, they should stick to secure networks that then
connect via VPN. This is on top of the endpoint security that should be installed on every device connected to your
company’s network: malware protection, antivirus, anti-spyware, anti-ransomware, firewalls, you name it! You want
to put up as many gates between your business interests and the outside digital world as you can.

4

They’re Not Aware of Current Threats. How educated is your team about today’s cyber security threats?
If you don’t know, or you know the answer isn’t a good one, it’s time for a change. One of the biggest threats to
your business is a workforce that doesn’t know what a phishing e-mail looks like or doesn’t know who to call when
something goes wrong on the IT side of things.
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If an employee opens an e-mail they shouldn’t –or clicks a “bad” link– it can compromise your entire business. You
could end up the victim of data breach. Or a hacker might decide to hold your data hostage until you pay up. This
happens every day to businesses around the world – and hackers are relentless. They will use your own employees
against you, if given the chance.
Your best move is to get your team trained and educated about current threats facing your business. Working
with a managed service provider or partnering with an IT services firm is an excellent way to accomplish this and
to avoid everything we’ve talked about in this article. Education is a powerful tool and, when used right, it can
protect your business and your employees.

Automate Your Business
Practical Advice to Improve Your Personal & Business Productivity –David Grant
We’d like to introduce a semi-regular segment to our newsletters highlighting your opportunity to leverage
technology to support your business. The topics may range from what we think of as traditional “automation”
where tools or technology will take over a task for you to more of a hack to save you time and energy as
you improve processes and increase your productivity. We’d love to hear your thoughts or ideas for future
articles. If you have an idea, feel free to let us know here: www.creativetechs.biz/contact. For today, we have
a simple recommendation to help you and your staff to get into the right environment to be productive.

If you want to focus, turn off the music.

This is probably an unpopular opinion, but you actually focus better in silence than with music playing. A
study published in the Journal of the Scholarship of Teaching and Learning* compared student retention in
environments with no music, listening to soft classical music, and those reading while listening to hip hop.
The result showed that as music intensity increased, student retention decreased. Most surprisingly was that
the soft classical music results did not differ remarkably from the hip hop music. The study suggested this
was due to melodies within the music that caught attention and, even when the student was unaware, drew
from mental energy as the brain followed along.

If you want to avoid a mutiny, you may still want to have some music playing.

Of course, there are benefits to our job satisfaction to be had with music playing in a workspace. You may
ultimately get more out of your staff by choosing to have music playing over radio silence. The most ideal
choices are to have low-key music with few or no lyrics. The study showed that music with a foreign language
was helpful over a known language, if there are lyrics at all, because the brain will ignore what it cannot
understand.

You can still use music to your advantage.

Try having targeted focus times and choose to play non-intrusive sounds to drown out chatter and other
distractions. This could be chill music, rain, or flowing water. But consider having some more shared upbeat
times during breaks, around meetings, or just at various points in the day where there is an opportunity to
“pump up the jams” a little for some team building and excitement.

Shared speakers are a great way to make this happen.

One challenge to a workspace is disconnection. If people want something playing, but you’ve decided “silence
is golden,” they may opt for their own tunes in their headphones which detracts from an opportunity for
collaboration. CTSi is a SONOS provider which is a fantastic option to allow for wireless connectivity to your
favorite streaming apps with zone control to allow a measure of unique experience while still encouraging
staff participation in their office music selections. You may find this to be a great way to move to the more
exciting tunes to lead people into meetings or lunch time. Great options exists on the SONOS system for
those times of concentration as well. As some of your team make the shift to work together once more,
consider working with CTSi to select a SONOS or other AV system to meet your office needs.
*Study available at https://files.eric.ed.gov/fulltext/EJ882124.pdf

Final Offer Free Consultation!
If anything you read in this newsletter is interesting to you, or if you have other questions not covered in this edition of our
newsletter, we recommend scheduling a free consultation. This is a no-obligation meeting with our team to discover how we
might be able to help you with your technology. To learn more, follow the link www.creativetechs.biz/freeconsult and sign
up for your free consultation.
North-Central Indiana Office:
700 Park Ave, Suite E Winona Lake, IN 46590
Phone: (574) 268-CTSi (2874)

A N N I V E R S A RY

North-East Indiana Office:
Fort Wayne, IN
Phone: (260) 245-CTSi (2874)
Web: www.creativetechs.biz Email: solutions@creativetechs.biz

