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ybersecurity is not a new concern, but the digital landscape is dramatically different in 2021. 
If the past 18 months did anything at all to business, it increased the potential for cyberattack 
exponentionally because of a massive shift toward working remotely. This, in turn, exposed 
millions of workers and their companies to cyberattacks, putting their business data security   

at risk. The threat continues to grow as criminal tactics evolve to counter security measures already 
in place. So what should be a business owner’s response?  A recent U.S. government comment as 
reported in The New York Times regarding this particular issue may help to clarify.

The White House is strongly advising American 
businesses to take urgent security measures to 
protect against ransomware attacks as hackers 
shift their tactics from stealing data to disrupting 
critical infrastructure. Recently, a bluntly–worded 
open letter appeared in the wake of escalating 
ransomware attacks that stopped gasoline and 
jet fuel from flowing up the East Coast, and shut 
down beef and pork production from one of the 
nation’s leading food suppliers.

Anne Neuberger, the Deputy National Security 
Adviser for Cyber and Emerging Technologies, 
wrote that the Biden Administration was working 
with partners “to disrupt and deter” attacks that 
deployed ransomware, a form of malware that 
encrypts data until the victim pays. Neuberger 
urged companies to adopt many of the same 

defensive steps that it has recently required of 
federal agencies and companies that do business 
with the government. She urged firms to make 
sure that their “corporate business functions 
and manufacturing/production operation are 
separated,” so that an attack on business records, 
such as emails or billing operations, does not cut 
off critical production and supply lines.

The past month has shown that companies 
often do not understand the linkages between 
those two in their own systems – even if they 
previously insisted the functions were already 
separated. When Colonial Pipeline was hit with 
a ransomware attack last month, the attackers 
– a criminal group, DarkSide, with substantial 
operations in Russia – froze the business records 
side. But Colonial, a privately held firm that 
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supplies nearly half of the gasoline, jet fuel, and 
diesel to the East Coast, took the added step of 
shutting down the pipeline because it could not 
get access to its billing systems or monitor the 
flow of it’s petroleum to specific locations. And 
with billing systems out of reach, the company 
had no way to charge customers for deliveries.

The effects were immediate. Lines appeared 
at gasoline stations because of panic buying, 
airlines ran short of jet fuel and had to make 
stops on what were advertised as direct flights, 
and prices surged. Colonial failed to effectively 
communicate with federal government officials 
and ultimately paid the $4.4 million ransom – 
against the usual advice of the F.B.I. 

Neuberger’s letter noted that the government 
was working to develop “cohesive, consistent 
policies toward ransom payments” and to 

Inadequate network security at a home office location  (no business-class firewall or Secure Global 
Cloud encrypted network security). Home users using no firewall (only the internet provider’s 
“modem”)– or a compromised “onsumer-grade” router. The network security expert has not properly 
configured firewall or router at the home office, leaving it vulnerable.
Most home networks have wireless (Wi-Fi) enabled, but if wireless network is not properly secured, 
it leaves the home network wide open for anyone in the area to pick-up the wireless network’s signal. 
Home network shared by people in the same house –or neighbors “borrowing” the wireless network. 
When one system or device is compromised, the network becomes a highway for malicious activity 
to jump quickly from system to system.
Many home workers use personal computers and their mobile devices to access company networks, 
cloud services, and data. Often these personal devices are not properly maintained and secured like 
a business–provided system. Systems not properly patched with current OS updates – or without the 
proper business security protections installed –are targets for new or existing dormant malware. 
By adding so many remote networks and additional systems and devices, the business’s perimeter 
and attack potential increases significantly. This broadens potential gaps of entry for automated or 
more focused and targeted cyberattacks.

enable “rapid tracing and interdiction of 
virtual currency proceeds.” Yet Neuberger, who 
held several key posts at the National Security 
Agency, pointed out that although the White 
House was working to bring ransomware attacks 
to heel, “government could only do so much.”

“Much as our homes all have locks and alarm 
systems, and our office buildings have guards 
and security to meet the threat of theft, we 
urge you to take ransomware seriously and 
ensure your corporate cyberdefenses match the 
threat,” Ms. Neuberger wrote. In the absence of 
comprehensive government mandates, however, 
cybersecurity practices have been voluntary. 

The result is that many businesses and other 
organizations have been, in effect, left to fend for 
themselves. And the latest ransomware attacks 
have exposed the extent to which American cities, 
town governments, and police departments have 
failed to erect sufficient defenses.

The latest attack on one of the world’s largest 
suppliers of beef, JBS, for example, was pulled 
off by a Russian group known as REvil, which has 
had great success breaking into companies using 
very simple means. 

The group typically gains access into a large 
corporation through a combination of email 
phishing (i.e. sending an employee an email 
that tricks them into entering a password, or 
clicking on a malicious link) and exploiting a 
company’s slowness to patch software. REvil’s 
cybercriminals will often search for and exploit 
vulnerable computer servers or break in through a 
well-known flaw in Pulse Secure security devices, 
called a VPN, (or Virtual Private Network) that 
companies use in an effort to protect their data. 
The flaw was detected and patched two years 
ago and flagged by American officials again last 
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year after a series of cyberattacks by Chinese 
hackers. But many companies have still failed to 
patch it. A year later, many companies have still 
neglected to run the patch, essentially leaving an 
open window into their systems.

In the White House memo titled “What We Urge 
You to Do Now,” Neuberger asked businesses 
to focus on the basics. One step is multifactor 
authentication, a process that forces employees 
to enter a second, one-time password from their 
phone or a security token when they log in from 
an unrecognized device. 

The memo encouraged people to regularly 
back up data and then segregate those backup 
systems from the rest of their networks so that 

cybercriminals cannot easily find them. It urged 
companies to hire firms to conduct “penetration 
testing’’ – essentially a dry run in which an attack 
on a company’s systems is simulated – to find 
vulnerabilities. Neuberger asked them to think 
ahead about how they would react should their 
networks be held hostage with ransomware.

Recorded Future, a security firm that tracks 
ransomware attacks, estimated that there were 
65,000 successful ransomware attacks last year, 
or one every eight minutes. But as businesses 
automate their core operations, the risk of more 
consequential ransomware attacks only grows.

 “Ransomware attacks are only going to get 
worse and more pervasive into people’s lives, 
and they’re not disappearing anytime soon,” said 
Allan Liska, an intelligence analyst at Recorded 
Future. “There’s a line of cybercriminals waiting to 
conduct these ransomware attacks. Anytime one 
goes down, you just see another group pop up.

At CTSi, we want to help you. Here’s how.
• We want to open up a channel for you to ask  
 your questions about how to take these steps  
 our government is suggesting to help to   
 mitigate your risk. 
• We will be offering a webinar to discuss how 
  these recommendations will impact your   
 business. We want to provide you with the  
 opportunity to ask whatever questions you  
 might have to help you along the way.

•  Claim your spot and ask your question here:    
 www.creativetechs.biz/USAcybersecurity 
 Date for webinar is Thursday, Sept 9 at 3 pm.

WHAT DO CYBERATTACKERS WANT WITH ME, A SMALL BUSINESS?
Ransomware, well–yes, but not so much. Average Ransomware in 2020 was $312,493*- 
mere chump change actually, for what they really can get. Once hit with Ransomware, 
it’s very likely you’ll get hit again—(so multiply the Ransomware payout for each time).

Infiltration & Backdoors: Just sitting, quietly, patiently, watching, monitoring, collecting; 
always another, larger opportunity around the corner– at the right time– for a long time.

Selling any data on Dark Web makes money–such as contact info for employees, 
customers, email addresses, account info, SSNs, bank account #s, credit card info, etc.

Using data for extremely targeted and highly successful spear phishing attacks where 
additional sensitive info is provided by tricked employees or vendors.

Navigating/Jumping to other Systems and Networks (when you connect to a different 
network or someone connects to your network). Yet another goldmine!

With very little effort, a small, compromised business provides ongoing opportunities. 
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CYBERSECURITY WEBINAR!  Thursday, Sept 9th, 3 PM!

SPECIAL OFFER

SONOS ROAM

DON’T MISS IT!

Registration– go to: www.creativetechs.biz/USAcybersecurity

After reading the lead article in this newsletter, you will be well aware of the importance of protecting yourself, 
your business, and all of your digital contacts from cyberattacks. This devastating event is so preventable.    
We urge you to seriously consider joining this timely webinar! Every business attending this webinar will 
automatically be entered to win a SONOS® Roam!  (See the next page for details about this innovative product!)



Summer Fun!  Supreme Versatility!

Want one?  Register for our Sept  9th Cybersecurity Seminar for a chance to win! 

The SONOS Roam® is the BEST sounding portable 
speaker. Perfect for all your listening adventures! 
Take incredible sound everywhere with SONOS® Roam! Enjoy music, voice control, and 
multiroom listening at home on WiFi, plus Bluetooth® streaming, all-day battery life, and 
waterproof durability on the go. Roam automatically connects to your home network and pairs  
with your phone when you’re away. All you have to think about is what to play!
Enjoy the unmatched SONOS experience on Wifi, and stream directly from your smartphone, tablet,     
or computer using Bluetooth. Powered by a built-in rechargeable battery, SONOS Roam is ready to 
soundtrack your day, whether you want to unwind in the backyard or escape to the backwoods. 
Precision-engineered acoustics deliver the clarity, depth, and fullness you would expect from a much 
larger speaker. Using automatic Trueplay™ tuning, Roam smartly adapts to your surroundings and 
whatever you’re listening to for sound that’s astonishingly detailed and perfectly balanced.

Send sound directly from your iPhone, iPad,    
or Mac to SONOS using AirPlay 2, then ask Siri  
to turn it up or skip a song. Press the buttons 
on Roam to play, pause, adjust the volume, 
skip, replay, turn off microphones, and 
manually pair a Bluetooth device.
Use the app to browse and search across all 
your services, save favorites, set alarms, and 
discover new music on SONOS Radio. Get 
hands-free help from Amazon Alexa or Google 
Assistant. Just ask to play music, check news, 
control smart home devices, and more!
SONOS Roam’s slim, thoughtful form blends 
beautifully into your home, while the light-
weight ergonomic design makes it easy to 
handle. Solidly constructed and rated IP67, 
Roam is drop resistant, waterproof up to 3 
feet for 30 minutes, impervious to dust, and 
ready for any adventure.

SONOS Roam has a minimal footprint when 
positioned vertically. The rounded triangular 
shape can tuck neatly into a corner anywhere 
space is at a premium. Lay it horizontally for 
stability on uneven ground and Roam subtly 
directs the sound upward in the direction of 
your ears for a better listening experience.
Wirelessly charge Roam with any Qi-certified 
charger or the included cable. Make charging 
a snap with our custom-designed Wireless 
Charger, featuring magnets for quick 
attachment.
All SONOS speakers work together on WiFi so 
you can create the system you want over time. 
Listen all around your home when you group 
speakers to play in sync, and pair matching 
speakers together in the same room for more 
detailed stereo sound.
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